

















The Deposition Reporter | the banks have been robbed | May 2011

MAY 2011

May 2011 Issue

Court Reporters Board

Sues U.S. Legal

NCRA Bans Incentives

Gifts

Nevada Court

Reporters Defeat

Dangerous Legislation

Good News From

Oregon

Gifting Sinks To A New

Low

GEICO Institutes No-

Gifts Policy

Continuing Ed Bill

Update

The Banks Have Been

Robbed

In Memory of Kathy

Helmkamp

The Deposition Reporter

HE

I| -3 '3' Iw. )

The Banks Have Been Robbed

No Worries: My Roll Of Nickels Is Secure
By Michael Appelman, CSR

One did not need to be the brightest reporter in the bunch, one merely needed to be awake at
some point in the past several years, to have picked up the theme that realtime is necessary for
the survival of reporting. We've all heard it. It's pretty hard to avoid the incessant drumbeat of
the realtime bandwagon.

The question is: How? To be more precise: How do we get the realtime translation from our
computer to our clients’ computers?

There are three methods available: serial cables, Wi-Fi networks and Bluetooth wireless systems.
Reporters use all three methods. So where’s the problem? Glad you asked. What if one of the
methods was actually dangerous? For example, if it was determined that 27 percent of all
attorneys who received realtime from court reporters via serial cables ended up being strangled
to death by said serial cables, would you still consider it a viable option? Just to be clear: |
believe the figure is much less than 27 percent, but | digress...

The real subject of my observation is Wi-Fi networks. I'm going to talk briefly about security.
Before your eyes glaze over and your head begins to nod, let me request that you hang in there
for another minute or two. Please resist the temptation to thumb to the back of the JCR to see if
the job-share position in the Caribbean, paying $1 million a year plus extravagant benefits, has
finally been listed. It has not. It will not be. Accept it and read on.

I spent about .3 seconds on Google and found these two headlines: “Computer Virus Crashes
San Diego Court Computers” and “An Apparent Computer Virus Is Forcing The Houston Municipal
Courthouse To Shut Down.”

We are being told that realtime via Wi-Fi is perfectly safe, that there is 42-trillion-bit encryption,
and all of the wireless data packets are totally encased in electronic razor wire, etc. In other
words, blah, blah, blah. Let me tell you what | think that means and why it may not really mean
anything at all. To do so, let’s make a mental image, shall we?

Imagine a triangle with a bank building at each point of the triangle. Let’s call them Bank A,
Bank B and Bank C. Picture an armored truck that leaves bank A, makes a delivery at Bank B,
then makes a delivery at Bank C before heading back to Bank A. The cargo that leaves Bank A is
a roll of nickels. That roll of nickels will likely be delivered safely to Bank B and/or Bank C, but
the bottom line is, who cares? The people writing malicious viruses certainly don’t.

If hackers don't care about your nickels, what does catch their fancy? They care very deeply
about access to computers. If it is not clear from my illustration above, the nickels being sent
from Bank A to Banks B & C are your realtime notes. | want to break this news as gently as |
can: The tens of thousands of hackers in China and Russia do not want to steal your transcripts.
Although your transcripts are important to you and your clients, the other six billion people on
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earth don't care a whit what was said at your hearing.

What does have value to hackers is the potential treasure trove of data that can be mined from
the court reporter’s computer, the attorneys’ computers and the courthouse’s network of
computers: credit card numbers, Social Security numbers, bank accounts, just to name a few.

Clear from your mind the concept that all viruses are designed to cause your computer to crash
or do annoying things. A profoundly simple but surefire way to get rich quick is to secretly load a
keystroke-logging program onto everybody’s computer, which then transmits those keystrokes
every Monday morning at 3:00 a.m. to Sergio’s apartment in Kiev, Russia. Sergio loves to find
keystrokes that are three digits, followed by a hyphen, followed by two more digits, followed by
a hyphen, followed by three more digits (123-45-6789) or perhaps a string of 16 digits, such as
you might find on a credit card.

Putting this into perspective, imagine an intruder breaking into your home, but it's an intruder
with a big heart. He allows you to keep one item, your dearest possession, but only one; the rest
is his. Pick one: your money, your jewelry, your banking information, all personal data, the
personal data of all of your co-workers at the courthouse or your realtime transcript from March
29, 2011. Which one of those items will you choose to save? If you select your realtime
transcript, you are one very dedicated, albeit profoundly disturbed, realtime reporter.

You can make your wireless transmission of your realtime transcript as secure as you like, but if
you are using a Wi-Fi network (and some of you are) then in effect what you are doing is
building an incredibly strong bank, but you're leaving the windows open. All it takes is a virus on
any attorney’s computer. The virus is transmitted via Suzy Realtime’s wireless realtime network.
All counsel now have the virus, as well as Suzy and her judge, as well as every other judge, clerk
and administrator at the courthouse. Suzy now refers to her Wi-Fi router as a VTD (Virus
Transmission Device).

Nobody at the courthouse had malevolent intent. The attorney just wanted to share files
between his or her work and home computers and therefore enabled the computers to allow file
sharing. Seems harmless. Unfortunately, when that pop-up window opened on the home
computer’s screen indicating (falsely) that a virus had been detected and to click the flashing
button to stop the threat, the attorney clicked. Instead of eliminating the threat, the virus was
now installed on the home computer and ready to launch, just waiting for someone to open the
window. The virus was immediately shared with the attorney’s work computer, and is now
diligently looking for a way to spread the wealth. It needs only a small opportunity, just a
moment or two, to migrate to other computers faster than you can say, "Would you like to
receive my realtime transcript?”

Suzy promotes her little heart out as it relates to realtime. When the attorney walks through the
courtroom doors, the first words out of Suzy’s mouth could be fairly translated as “Come visit our
banks; the windows are open.”

At StenoCast, we make a Bluetooth wireless realtime system. Our system is designed to transmit
realtime transcripts from the court reporter to the judge, the attorneys and/or the CART
recipients. The judge and the attorneys cannot send anything to each other, and they cannot
send anything back to the court reporter. There are no open windows.

The key differentiator between a secure Wi-Fi network and a secure StenoCast Bluetooth system
is that StenoCast’s security is at the hardware level. StenoCast’s hardware will not allow a
reporter to send anything but a realtime transcript. It does not allow the reporter’s clients to
transmit anything, period. The parties may only receive transcripts. We do not rely on software
solutions to resolve security concerns. So my earlier statement that “there are no open windows”
with the StenoCast method turns out to be an understatement. There are no windows, period.

4

If someone tries to sell you a Wi-Fi-based wireless realtime system and touts its connection as
being as secure as any bank’s, try this experiment: Go to your local bank. Bring your notebook
computer. Go up to the manager and ask if you can hook into the bank’s network for one
minute, just to check your email. You will want to do a quick 360-degree scan of the room to
make sure no one with a sharp stick is quickly advancing on you.

Nobody allows strangers to connect to their secure networks, yet that is exactly what they are
asking attorneys and courthouses to do each and every day. And if reporters are lulled into it,
being assured the whole way that all is safe and secure, they may be setting themselves up for a
horrible backlash. If a courthouse or a law firm were to go dark for a couple of days or weeks,
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and it’s all linked back to the court reporter’s “secure” Wi-Fi network, how do you think that will
play out? If millions of dollars worth of data is stolen, all traceable to Suzy Realtime’s secure
network, my best guess is that if (a) Suzy keeps her job, then (b), she won't be offering realtime
services any longer. And my prediction is that if reporters cannot provide realtime to their clients,
then we will have a crisis of epic proportions in the not-too-distant future.

If the poets and writers of years past could peer into the future and watch the slow death march
as reporters approach the cliff's edge, the temptation would be to assume the worst and classify
this tale as a tragedy. The good news is that you get to write the story’s ending. Write well.

© 2011 Deposition Reporters Association. All rights reserved.
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In Memory of Kathy Helmkamp

One of California's strongest court reporting advocates died in late April 2011. Kathy Helmkamp
served as an official court reporter with the Los Angeles County Superior courts. She succumbed
to pancreatic cancer after fighting breast cancer. Kathy was highly respected in our field for her
energy and tenacity and having the courage to take on issues she strongly believed in for the
betterment of reporters. She was a founding member of the California Official Court Reporters
Association and served as its president for several terms. After her retirement, Kathy was
intensely involved in animal rescue efforts. She leaves behind a husband, son and daughter,
who, along with the entire reporting community, will always hold Kathy in the highest regard.
She will be greatly missed.
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Depo Diplomat
Dear Depo Diplomat:

I have an upcoming Federal depo and the deposing lawyer wants me to recite a preamble into
the record before he begins his examination, per his interpretation of Rule 30(b)(5), which I've
attached below. I've not done that before. And while it presents obvious talking-while-writing
issues, he's now got me wondering: Is the fact that the same information is covered at the
beginning of the transcript enough to meet this code section? Does someone need to actually
recite it at the depo? If so, which one of us?

(5) Officer's Duties.

(A) Before the Deposition. Unless the parties stipulate otherwise, a deposition must be
conducted before an officer appointed or designated under Rule 28. The officer must begin the
deposition with an on-the-record statement that includes:

(i) the officer's name and business address;

(i) the date, time, and place of the deposition;

(iii) the deponent’'s name;

(iv) the officer's administration of the oath or affirmation to the deponent; and
(v) the identity of all persons present.

Thanks for your input.

Diane Smith, CSR

Dear Reporter:
You bring up a very interesting question, a topic quite appropriate for a Depo Diplomat article.

This language in the Federal Rules has existed for some time, but it's one of those details of the
Federal Code of which many depo reporters are unaware. | will say, though, that I've never
known an attorney to pay a great deal of attention to this requirement, and I've certainly never
heard of an attorney asking a reporter specifically to recite this information and especially under
these circumstances, where he actually presents you with a preamble to read into the record as
he wants it to be done.
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The question about whether the depo officer is required to actually read this information into the
record at the beginning of every depo venued in Federal Court is one that a few of us at DRA
have discussed in the past at some length. | was originally of the opinion that yes, this language
clearly requires that the reading of this information be done by the depo officer. Other reporters,
whose opinions | respect, took a different approach to this language and believed that including
all of this information on the cover page of the transcript fulfilled this requirement. And while |
still believe that the authors of this language probably intended for this info to be recited by the
reporter, | have to agree with this position, that including all of this information on the record at
the beginning of the depo transcript does technically meet the requirement. After all, the
wording doesn't say specifically that the reporter must actually verbalize these things on the
record; it only says that the reporter "must begin the deposition with an on-the-record
statement," and beginning the transcript with these details does accomplish this.

I've also run this question by our esteemed attorney/lobbyist, Ed Howard, and while he agrees
with me that the intent of this language was most likely that this be all said on the record by the
reporter, he does confirm that including this at the beginning of the transcript adequately
complies with this language. Maybe what this proves is that in writing legislation, you must be
extremely careful of your choice of words, as the words chosen can almost always lead to more
than one interpretation.

Now, whether you want to point out to this attorney that your cover page will include all the
required information and therefore be responsive to this language, and then possibly have to
argue the point with him, is another matter, and that may not be a place you'll want to go. For
that reason, it may be simpler just to recite this preamble and be done with it. I know it's
impossible to write and speak at the same time, but | assume you have his suggested preamble
in writing that you can refer to later when preparing the transcript. If I've incorrectly assumed
that he has given you the preamble that he wants you to read, then I'd say that you could
prepare your own ahead of time, with all this information written out in advance. And | assume
he can get you whatever information you need, such as the names of the witness and the other
persons who will be present so you can have this ready to go. Then you can just read it into the
record and not worry about getting it all down but fill that in later.

And I'd reverse the order of IV and V that you've attached here, saving the oath administration
for the end of all this.

I hope this answers your questions, but if | can help further with anything else on this, as
always, please feel free to email me again at any time.

Sincerely,

DRA Depo Diplomat

DRA Editor’s note: Diane Smith wrote the following note in appreciation of DRA Depo Diplomat,
Toni Pulone’s, response to her question:

Toni,
If I've said it once, I've said it a thousand times...you are a gift to the world of court reporting!

Thanks for getting back to me. This issue is a battle I didn't even know was raging :) As for my
personal situation, | have a good relationship with this attorney, so | forwarded pieces of your
response to him, we chatted, and he's agreed to let the transcript alone stand as code
compliant. | offered either option as acceptable to me. | did, as well, thank him for starting (at
least for me!) the conversation. | think it's a good one.

I'm forwarding a little blurb on this subject to the reporters working with me, and | agree that it
would be a great newsletter inclusion. The lesson for me in this was: Don't assume anything.
Especially if it's simply "The way I've always done it."

But most of all, thanks for, as always, being the go-to person that guides me through the many
uncharted waters of the court reporting world.
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ER Update

In March we reported that two separate ER bills had been introduced to replace California court
reporters with electronic recording.

Assembly Bill No. 1096, authored by Orange County Assemblywoman Diane Harkey, seeks to
require ALL court proceedings to be automated.

Assembly Bill No. 803, authored by Orange County Assemblyman Donald Wagner, seeks to
require the Judicial Council to implement electronic court reporting in 20% of all superior court
courtrooms by July 1, 2012 and in an additional 20% of all superior court courtrooms annually
thereafter. This would not apply to felony cases.

GOOD NEWS!

On 4/26/11 Assembly Bill 803 did not pass out of Assembly Judiciary Committee. The vote was
six to two, along party lines, with Democrats voting against, and Republicans voting in support
of, the bill.

Assembly Bill 1096 will be dead as well if it is not assigned to, and heard in, a policy committee,
and at this point there is no hearing date set.

DRA continues to be in full support of and ready to aid our fellow official reporters' efforts to
defeat ALL ER bills. We will continue to bring you updates as they occur.
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Save These Dates

Southern California Student Barbecue
Cerritos Regional County Park, Cerritos

May 21, 2011
11am.-3p.m.

DRA CEU Grab-n-Go
San Diego

September 24, 2011
9am.-5p.m.

DRA 16th Annual Convention
Monterey Plaza Hotel & Spa

400 Cannery Row

February 24-26, 2012
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